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JonosHuTebHAS NPOdecCHOHAIBbHASA NPOrpaMMa
NOBBbIICHUS KBAIU(PUKANNH
«BHenpenue, ynpapjieHue U NOAAEPKKA BbIYMUCIUTEIbHBIX CeTEH B
OpPraHM3aluAX MAJIOr0 U CpeHero Ou3Heca (C y4eToM CTaHAAPTA
BopJackuiic no komnereHunu «CereBoe 1 CHCTEMHOE
aIMHHUCTPHPOBAHMEN)»

1. Iesm peaqm3anuu NporpaMmsbl

JlononHuTeNbHAA  MpodecCHOHANbHAs ~TporpaMMa  TOBBIICHHUS — KBaJIM(UKAIUH
HarpaBJieHa Ha COBEPIICHCTBOBAHUE U (MJIM) TIOJyY€HUE HOBOM KOMIIETEHIINH, HEOOX0MMOM 15
npodeccnoHaIbHOM NeATENbHOCTH, U (MJIM) NOBBIIIEHHE NPO(PECCHOHAIBLHOIO YPOBHS B paMKax
UMEIoIIeics KBamudukanuu, ¢ ydeToM crneuupuKkanuu craHgapra Bopaackwuic 1o
KoMIieTeHIIMN «CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHUE.

2. TpedoBanusi Kk pe3yabTaTam o0y4yeHusi. IliaHupyemble pe3yJbTaThl
o0yueHust
2.1. XapakTepHCTHKA HOBOI0 BH/Ia NPogecCHOHAILHOMN /1eSITeJIbHOCTH, TPYIOBBIX
(pynkumii u (M) ypoBHE# KBaAJIU(PUKALUKT

Ne
n/n Conep:xaHue cOBepIICHCTBYEMOI UM BHOBb (POPMHUPYEMOiIl KOMIIETEHIIUU
1 | AaMuHHCTpUpOBaHUE MIPUKIIATHOTO MIPOrPaMMHOTO obecrnieyeHus

WHPOKOMMYHUKAIIMOHHOW  CHCTEMBI ~ OpPTaHW3alliHM:  yCTAHOBKA  MPHUKIAJIHOTO
MIPOrPaMMHOTO OOECIIEYCHHUsI, OIIEHKa KPUTHYHOCTH BO3HUKHOBEHHSI HHIUACHTOB TPU
paboTe MPUKIATHOTO MPOTPAMMHOTO 00eCIeueHus, ONTUMH3aUs (HYHKIIMOHUPOBAHUS
MPUKIIAJHOTO MPOTrPaMMHOTO 0OECIICUCHHSI, MHTETPAIUs PUKIAIHOTO MTPOTPAMMHOTO
o0ecrieueHHs B €IMHYIO CTPYKTYPY HHPOKOMMYHHKAIITHOHHOW CHCTEMBI.

2 | YmpaBieHue MporpaMMHO-alIapaTHBIMU CpeICcTBaMU HH(GOPMALMOHHBIX  CIYXO
MH()OKOMMYHUKALIMOHHOW  CHUCTEMbl  OpraHW3al[Md. YCTaHOBKA MEPCOHAIbHBIX
KOMITIBIOTEPOB, MOJIKIII0OUeHUE nepudepuitHbIX 1 aDOHEHTCKUX YCTPOMCTB, yIpaBlIeHUE
JOCTYIIOM K MPOTrpaMMHO-alNapaTHbIM CpeAcTBaM HH(GOPMALMOHHBIX  CIYXO
MH()OKOMMYHUKAIIMOHHOW CHCTEMbI, MOHUTOPUHT COOBITUH, BO3HUKAIOIINX B MpOIECcCe
paboThl HHHOKOMMYHUKALIMOHHOM CHCTEMBI.

3 | AAMUHUCTpUpPOBaHHE CHCTEMHOTO IPOrpaMMHOTO obecrnieueHus
MH(POKOMMYHUKAIIMOHHOW CHCTEMbl OpraHM3alliy: YCTaHOBKA, OOCIY)XMBAaHUE U
HAcTpoOMKa CEepBEpPHBIX OIEPALUMOHHBIX CHUCTEM, HPOTOKOJUPOBAHUE COOBITHIA,
BO3HUKAIOIIMX B  mporecce  paboTsl  MHPOKOMMYHUKAIMOHHON  CHUCTEMBI,
Boccranosienue paboTOoCTIOCOOHOCTH IPOTPaMMHO-aNapaTHBIX CpeACTB
MH(POKOMMYHHUKAIIMOHHOW CHUCTEMBI W/WIIM €€ COCTaBIIAIOLIMX Iocie cOoeB, BBOJA B
9KCIUTyaTallMI0 alNapaTHBIX, MPOrPaMMHO-AMMApaTHBIX W IPOrPaMMHBIX CpEICTB
MH(POKOMMYHUKAIIMOHHOW ~ MHQPACTPYKTYpbl ~ COBMECTHO C  IPEJICTAaBUTENIIMU
MOCTAaBIIMKOB 00OPYI0BaHUS.

4 AI[MI/IHI/ICTpI/IpOBaHI/IC CETEeBOM IIOJICHCTEMBI HH(I)OKOMMYHHK&HHOHHOﬁ CUCTCMBI
OpraHu3aiuu. HaCTpOﬁKa CETCBBIX JJICMCHTOB HH(I)OKOMMYHHK&HHOHHOﬁ CUCTCMBI,




KOHTPOJIb UCTIOJIb30BAHUS PECYPCOB CETEBBIX YCTPOUCTB M MIPOTPAMMHOTO 00ECTICUEeHuS,
yIpaBlieHHe 0€30TIaCHOCTBIO CETEBBIX YCTPOICTB U MPOTPAMMHOTO 00ECTICYCHHUS.

ITporpamma pa3paboTaHa B COOTBETCTBHUH C:

- cenudukanueit cragaaproB Bopiackmuic no kommereHnun «CeTeBoe U CHCTEMHOE
aJIMUHUCTPHPOBAHUEY;

- TmpodecCHOHANBHBIM CTaHAapTOM «CHCTEMHBIH aJIMUHHCTPATOp WH(POPMAIUOHHO-
KOMMYHHUKAIIMOHHBIX cHUCTeM» (yTBepkIeH mpukazoM Muntpyna Poccum ot 05.10.2015 Ne
684n);

K ocBoenuto mporpamMmsl I0MyCcKarTCs JIMIA, UMEIOIIHNE cpeHee TPoPECCHOHAIIBHOE U
() BeICHIee oOpa3zoBaHWe. MeAWIIMHCKUE OTpaHWYCHHUS periaMeHTHpoBaHbl [lepeunem
MEIMIMHCKUX TPOTUBOIIOKa3aHnuii Mun3apasa Poccun.

2.2. Tpe6oBaHusl K pe3yJabTaTaM OCBOEHUsI MPOrPaMMbI
B pesynpraTe OCBOEHHS JONOJHUTEIBHONW NPO(ECCHOHATBLHOM MPOrpaMMbl Yy
CITymartessl JTOJDKHBI OBITh Cc(HOPMHUPOBAHBI KOMIIETCHIIMH, B COOTBETCTBHU C paszaenom 2.1.

MIPOTPaMMBI.
B pe3yabTaTe OCBOEHHUS IPOrpPaMMbI CITyIIaTeNb JOJDKEH
3Hamy:

—  CYTb ¥ OCHOBHBIE OTJINYMS pabOTHl KOPHOPATUBHOW CETH HA OCHOBE IOMEHOB 1 pPa00UnX
rpyni;

—  ocHoBubie Bo3mokaoctr Windows Server 2019 ¢ Active Directory mis opranuzanuu
KOPIMOPAaTUBHOM CETH;

—  CHHTaKCUC OCHOBHBIX WHCTPYMEHTOB KOMAaHIHOM CTPOKH UIS YIpPaBJICHUS 00bEKTaMHU
AKTHBHOTO KaTaJora,

—  BO3MOJKHOCTH CEpPBEPHBIX M KIHMEHTCKHMX OINEpPAIlMOHHBIX cucTeM Enterprise Linux mpu
MOCTPOCHHUH KOPIIOPATHUBHBIX CETEH;

—  0a30Bbl¢ MPHUHIUIIB GYHKIIHOHUPOBAHUS CTeKOB MpoTokojoB TCP/IPv4 u TCP/IPV6;

—  COBpPEMCHHBIC TOAXOJbl M TEXHOJOTUW CO3JaHUS M YIPaBJICHUS OOJBIIUMHU
KOPIIOPAaTUBHBIMH BHIYHCIIUTEIIBHBIMA CUCTEMAMU,

—  Ha3HAueHHE, COCTAB M KJIACCH(UKALIUIO CETEH CBSA3M Ha OCHOBE KOMMYTAIlUU KaHAJIOB,
COOOIICHUH U MaKETOB;

—  TIPUHIMIBI TOCTPOCHUS CHCTEM KOMMYTAIIUU KaHAJIOB U I1aKETOB;

—  OCHOBBI TEOpUH TeleTpaduka,

—  TIPUHIMIBI TIOCTPOCHUS KOMMYTHPYEMBIX CUCTEM DIIEKTPOCBSI3H;

—  IpUHIUINBI THHPOBOI KOMMYTAIIHH;

—  BO3MOXHOCTH COBPEMEHHBIX IPOMEXKYTOYHBIX YCTPOWCTB M pealu3allii B HHUX
MEPCIEKTUBHBIX METOJOB CUTHAIM3AIMU W CHHXPOHHM3AIMA B KOPHOPATUBHBIX
BBIYMCIIUTENBHBIX CETAX;

ymembo:
—  paspabaTblBaTh U DPa3BEpPTHIBATh KOMIUJIEKCHYI0 MH()OPMALUMOHHYIO HH(PACTPYKTYPY
NPEINPUATHHA, BKIIOYAIOLTYI0 paboune CTaHIMM, CEPBEPHI U CETEBOE 000PYIOBAHHE;
—  pa3BepThIBaTh OCHOBHBIE CEPBHUCHI, BKIIOYAas CIYXObl KaTaJoroB, pE3epPBHOTO
KOITUPOBAHMUS, TIOYTOBBIE U JIPyTUe MPHUKIAIHBIE CEPBUCHI;



UCTOJIb30BATh MHUPOKUI HAOOP ONEpalMOHHBIX cUCTeM U cepBepHoro [10;

3G PEKTUBHO OPraHU30BHIBATh 3AIUIIEHHBIE COSMHEHUS CETeH MPEeIIpUATHH, TOCTYI

B IHTEpHET U UHBIE CETH;

yCTaHaBIMBaTh M HAcTpauBaThb YCTPOICTBAa OECIPOBOJHOW CETH, KOMMYTATOPBI,
MapIIpyTU3aTOPBI U CPEACTBA 3alIUTHI MHPOPMALIUY;
OpraHu30BBIBATH 3AIIUTY HHPOPMALIUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA;

pa3pabaTbIBaTh JOKYMEHTAIIUIO HHPOPMAITMOHHOW CTPYKTYPHI PEIPUSATHUS;

yCTaHaBIIMBaTh M HACTPANBATh CETEBBIE CEPBUCHI Ha 0a3e mpoTokojoB IPv4 u IPVG;
yCTaHaBIMBaTh, HACTPAUBATh U MOIEP)KUBATh BUPTYaIbHbIE CPEJIBI;
OCYILIECTBIIAITh MOMCK M YCTpaHEHHE HEUCIIpaBHOCTEHW B paboTe HMH(POPMAIIMOHHBIX

CHUCTEM U CETEM.

3.  Conep:xaHue NporpaMmbI

Kareropus crmymarenei: imia, HaXOASAIIHECs 1O PUCKOM YBOJIBHEHUS; BHIITYCKHUKH
00pa30oBaTeNbHBIX OpPraHU3alfi, TpaKJaaHe, HIIyIIue padoTy, UMEIOIIHME WM IOJTydaroline
cpenHee npodeccuoHagbHOE U (UITH) BBICIIEe 00pa3oBaHUE.

TpynoemkocTts 00ydenus: 144 akaneMuueckux Jaca.

®opma 00ydeHHs: OYHasl.

2.3.Y4eOHblil JIaH

B toMm uucie

Bceero,
aK.dJac.

HaumenoBanue monyneit JICKINHU

MPAKT.
3aHATHUS

MIPOMEXKYT.
U UTOT.
KOHTPOJIb

dopma
KOHTPOJISI

2 3 4

6

Monyns 1. CtangapThl
Bopnackumic u
cnenuduranys
cTaHgapToB Bopaackuimic
110 KOMIIETEHIIUN
«CeTeBO€ M CHCTEMHOE
aMUHUCTPUPOBAHHE.
Paznenbr cnienudukanym

TECT

Monyns 2. TpeboBanus
OXpaHBbI TPyZla ¥ TEXHUKU
0€30I1aCHOCTH

TECT

Mogyns 3. CoBpeMeHHbIE
TEXHOJIOTHH B 3 2
npodeccuoHanbHOU cdepe

TECT

Monyns 4. YipasineHue
TexHoIorusamMu Enterprise 36 14
Linux

20

Monyns 5. Yipasnenue
texHosorusamu Microsoft 44 18
Windows

24




Monyns 6. YpaBnenue
CETEBBIMU YCTPOMCTBAMHU
Cisco

42

18

22

Hrorosas arrecranus
(IeMOHCTpalIMOHHBIH
9K3aMeH)

10

10

hite)

UTOI'O:

144

58

66

20

3.2. Y4eOHO-TeMAaTHUYECKUIl IJIAH

HaumenoBanue moyneit

Bcero,
aK.Jac.

B tom uyuncne

JCKIIUH

MPAKT.
3aHSTHS

IPOMEKYT.

Y UTOT.
KOHTPOJIb

dopma
KOHTPOJISI

2

6

Moayas 1. CtanaapTsl
Bopaackuiuic u
cneunpurkanus
CTAHJIApPTOB
Bopaackuiuic mo
KoMnereHuun «CereBoe
M CHCTEMHOe
aJIMMHUCTPUPOBAHHE».
Pazgennl
cneunpuKanuu

TECT

1.1

AXTyallbHOE TEXHUYECKOE
OITMCAaHHE I10
KOMITETEHI[HH.
Crneundukanms
crangapta Bopiackumic
10 KOMIIETEHIUHU

Monyas 2. TpeGoBanusi
OXpaHbI TPyAA U
TEeXHUKHU 0€30IaCHOCTH

TECT

2.1

TpeboBanus OXpaHbl
TPyZla ¥ TEXHUKU
0€30I1aCHOCTH

1,5

0,5

2.2

Crenuuynsie
TpeOOBaHUS OXPaHbI
Tpyna, TEXHUKU
0e30IMacHOCTH U
OKpY’Karollen cpeibl 1o
KOMIIETEHI[UU

1,5

0,5




Monyas 3.
CoBpemMeHHbIE
TEXHOJIOTHH B
npogdeccuoHaIbLHOU

chepe

TECT

3.1

CoBpeMeHHbIe
npodeccruoHabLHBIC
TEXHOJIOTUM B 00JacTu
OpraHu3aliui J0CTyma K
o0ImmM pecypcam.

1,5

0,5

3.2

CoBpeMeHHbIe
npodeccuoHalbHbIE
TEXHOJOTMH B 00JacTH
OpraHu3aIiu
KOPIIOPATUBHBIX CETEH.

0,5

0,5

Monyasb 4. Ynpaienue
TEXHOJOI'NsIMH
Enterprise Linux

36

14

20

4.1

Ocuogsr Debian u CentOS
Linux.

4.2

Pexumel u JIOITUPOBAHUC

4.3

Ponn. Ilonns3oBaTeny.
KoHTekcTrl

10

4.4

Anpecanus B Linux

4.5

OOwmue ceenenus o Linux
B KOHTEKCTE
0€30I1aCHOCTH

10

Moayas 5. YnpasieHue
TEeXHOJIOTHSIMH
Microsoft Windows

44

18

24

5.1

O0630p cemelicTBa cUCTEM
Windows Server 2019.

5.2

ynpaBJ’IeHI/Ie Y4€THBIMHA
3aMyMcsIMU I0JIb30BaTelIei

5.3

praBHeHI/IC Y4E€THBIMHA
3alluCAMH TpyIin n
KOMIIBIOTCPOB

5.4

daiinel " MHarku.
VYrpaBieHue TaHHBIMU.

5.5

Pa3pemeHI/Ie HNMCH B
Windows Server 2019.




Kongurypuposanue

5.6 | DHCP-cepBepos u 6 2 4 -
KJIUCHTOB.
5.7 | Cnyxx6a RRAS. 6 2 3 1

Monyas 6. Ynpaienue
6. | cereBBIMH 42 18 22 2 K/p
ycrpoiictBamu Cisco

6.1 | Usydyenue ceru. 6 3 3 -

Hactporiika ceTeBoOn
6.2 p . 8 3
OHCpaHI/IOHHOI/I CHUCTCMBI.

CereBble TPOTOKOJBI H

6.3 KOMMYHUKAIUH. 14 > 8 1

6.4 | IP-agpecarus. 6 3 3 -

6.5 | Co3manue Majoi CeTH. 8 4 3 1

7. | HToroBas arrecranus 10 - - 10 iG]

71 iﬁﬁf/{g?ﬁiii?\f;igHunn 10 } ) 10 e
HUTOTI'O: 144 58 66 20

3.3. YueOHas mporpamma

Moayas 1. Cranaaptbl Bopaackuwic u cnenudukanus cranaapros Bopuaackuwiic mo
KommereHnuH «CeTeBoe M CHCTEMHOE aIMUHHCTPUPOBaHue». Pa3nesnl cnenupukanum

Moayas 1. Ctanaaptbl Bopaackuiuic u cnienudukanus cranaapros Bopiaackuiice
no komnereHnuu «CeTeBoe M CHCTEMHOE AIMHHUCTPUPOBaHUe». Pa3aenbl cnenupuKammm.

Tema 1. AxTyajgbHOE TEXHHMYECKOE ONMCaHWE MO KommeTeHuu. Crenudukamnms
crangapTa BopsacKuiuic o KOMIETEHIIMH.

Jlekuus. Hcropus, coBpeMeHHOe cocTosiHue, nepcrektuBbl aBmxenus WorldSkKills
International (WSI) u Bopaackuimic Poccust (Moo sie mpodecCHOHabI)

Jlekiusi. AKTyaabHOE TeXHHUYECKOE Onrcanne komreTeHun. Crerpdukariys cTanaapra
Bopnackumic o kommnereHnnu «CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHUE.

Moayasb 2. TpeGoBaHus1 OXpaHbI TPYAA U TEXHHKH 0€30MaCHOCTH.

Tema 2.1. TpeGoBanust 0XpaHbl TPyAa U TEXHUKH 0€30MACHOCTH.

Jlexmusi. O6mue TpeOoBaHUS OXPaHbI TPY/Ia U TEXHUKU OE30MaCHOCTH Ha MPEANPUITHN
B COOTBETCTBHUU C JICUCTBYIOIIUM TPYIOBBIM 3aKOHOAATEIHCTBOM PD.

Tema 2.2. Cneuuduunsle TpeOGoBaHMS OXpaHbl TPyAa, TEXHUKH O€30IMaCHOCTH H
OKpY’KaroIIel Cpe/bl 0 KOMIETEHIIMN CETEBOE U CUCTEMHOE aJIMUHUCTPUPOBAHHE.

Jlexiusi. TpeOGoBaHMsI OXpaHbl TpyJa W TEXHHKH O€30MacHOCTH mpu pabdoTe 3a
KoMIlbloTepoM. TpeOoBaHUS OXpaHbl Tpyda M TEXHUKH O€30MacHOCTH TMpH paboTe ¢
anekrpoyctaHoBkamu g0 1000V. [IlpaBuna oxazaHus TEpBOH MEIUIIMHCKON TMOMOIIU
MOCTPAIABIIHNM.



Monayab 3. CoBpeMeHHbIe TeXHOJIOTHMU B TpodeccuoHaNbHOI cdepe.

Tema 3.1. CoBpemeHHbIE TPO(ECCHOHANBHBIE TEXHOJOTHH B 00JAaCTH OpraHU3alid
JOCTYIIa K OOIIHUM pecypcam.

Jlekiusi. CoBpeMeHHBIE TPOGECCHOHATBHBIE TEXHOJOTHUHU: CIYXKOBl KaTaJlOTOB,
KOPIIOpaTHUBHBIE 00JIaUYHbIE TEXHOJIOTHH, OPraHU3alHsl IOCTya K O0IIHUM pecypcam.

Tema 3.2. CoBpemeHHBIE TPO(HECCHOHATBLHBIC TEXHOJIOTHH B OOJIACTH OpraHH3aIUH
KOPIIOPATUBHBIX CETEH.

Jlekumsa. CoBpeMeHHBIE TOXOJbl K OpPraHW3alldd KOPIOPATHBHBIX BBIUYMCIUTEIBHBIX
ceTei.

Monyab 4. Ynpasiienue Texnonorusimu Enterprise Linux
Tema 4.1. Ocuossl Debian u CentOS Linux. (JIekIiuu 1 MpakTHYECKUEe 3aHATHS).
Jlekuuu: Peanusamus moneneii 6esomacuoct B OC Ha 0ase spa Linux. basoBbie
MPUHIIMITBL PabOTHI cUCTeMBbI Oe3omacHocTu SELINUX.
Tema 4.2. PexxuMbl 1 JTOTTUpOBaHUE (JIEKITUHN U TIPAKTHYECKUE 3aHSITHSA).
Jlexiuu: Pabora cucrembl OezomacHoctu Debian u CentOS. Crnenmduka npoBeaeHust
aynurta 0e30MacHOCTH.
[IpakTrueckue 3aHATHS:
Tema 4.3. Pommu. TTonb3oBaTenu. KOHTEKCTHI (KUK W TIPAKTHYECKUE 3aHSTHS).
Jlexiuu: Pabota ¢ ocHoBHbIMU Mexanu3zmamu Debian u CentOS. Crermduka paboTh
meTok Debian u CentOS, pabora ¢ KoHTEKCTaMu 0€30TTaCHOCTH.
Tema 4.4. Anpecarus B LiNUX (JIEKIIMK ¥ TPAKTUUECKHUE 3aHSITHSA).
Jlekuuu: CrnocoObr 0azoBoit aapecaruu B Linux. Tlpumepsl HACTPOWKH CETEBBIX
MapaMeTpoOB Pa3INYHbIX MOJCUCTEM: CHUIIbHBIE U c1a0ble CTOPOHBI Pa3IMYHBIX MOIXO0B.
Tema 4.5. O6mme cBemeHuss o LiNUX B KOHTeKcTe 0e30MacHOCTH (JIEKIHH H
MPAKTUYECKHUE 3aHATHS).
Jlexiuu: OcHOBHBIE TpUMeHsieMbie BLINUX TeXHOIOTHH 0€30TIaCHOCTH.
[IpakTrnueckue 3aHATHS.
Pa6ora Nel.
3uakomctBo ¢ Debian u CentOS. H3syuenme komania. Paborta ¢ mosb30BaTesiMu,
Karajgoramu, gaitnamu.
Iens paboThI
o HepBUYHBIH 3amyck LiNUX, co3manue moib30Baresieit u paboTa ¢ HUMH;
. nepsuyHOE 3HaKoMcTBO ¢ Debian u CentOS;
o u3ydeHre komana: man, id, Is, ps, mkdir, touch, cp, mv, rm;
o co3JaHue, KomupoBaHue, nepemenienue Qaiinos. [IpocMoTp u cpaBHEHHE
KOHTEKCTa O€30MaCHOCTH.
PaGorta Ne2.
Bxmrouenue\seikimoucare Debian u CentOS, aiin config, mepemaua mapamerpos
3arpy3Kku
Iens paboThI
. BrroueHue\soikirouenre Debian u CentOS

o -npuoOpeTeHrne HAaBBIKOB yrpasieHueM coctosiuueM Debian u CentOS B
CHCTEME;
e  pabora c daiitom config.
Pa6ora Ne3.

Aynut Debian u CentOS. Ytunutsr aynuta Debian u CentOS
[enb paboThl

e  u3yuyuTh pabOTy ayauTa;

J n3y4nTh Qaiin koHpurypammu etc/audit/auditd.conf;



®  U3YYUTH YTHIHTHI, KOTOPBIE PAOOTAIOT C AyIUTOM.
Pabora Ne4.
CmMmeHa pouieii, PUCBOCHUE poJIeH MoJib30BaTelsiM, nojb3oBatenn Debian u CentOS,
CMEHA KOHTEKCTOB
ens paboThl
e  HayuyuThCs paboTaTh ¢ mojp3oBarenmsiMu LiNUX, co3maBaTh mosib30BaTesei
Debian u CentOS;
®  HAYYHUTHCS NMPHCBAMBATH POJIH MOJIH30BATEIISIM, & TAKKE U3MEHSTH HX;
®  HAYYHUTHCS MEHSTH KOHTEKCTBL
Pabora Ne5.
C6opka MOAYISI MOTUTUKU
ens paboThl
®  HAyYHTHCS pa3pabaThIBaTh MOJIYIb MTOJUTHKHY,
o u3y4nTh 1eab noautuku B Debian u CentOS.
Pa6ota Ne6.
Co3manue pacIupeHust MOJIUTHKA OE30IMacHOCTH
ens paboThI

[ J I/ISY‘-H/ITI) )IOMGHI)I, TIOHATH IJII HETO OHU HY)KHI)I u Hay'-II/ITBCSI ux COS}IaBaTB;
° CO3/[aHHE PACIIUPECHHUSI IOJTUTHKH 0€30TTaCHOCTH.
PabGora Ne7.

TTonuTtuka 6e3onacHoct MLS. Brrouenne n otinagka MLS. Co3nanue monap3oBaTens ¢
KOHKpeTHBIM MLS nuamnazoHoM
ens paboTh
. M3Y4YUTh MTOJUTHKY Oe3omacHocTd MLS;
. Hay4IHUThCS BKIIIOYATh MOyl b MLS u mpumensTs ero;
° Hay4HUThCS CO371aBaTh Mosib3oBareneit ¢ MLS auamazoHoM.

Monayas 5. Ynpasienune Texnonorusimu Microsoft Windows

Tema 5.1. O630p cemetictBa cuctem Windows Server 2019 (Jiekuuu U MpaKTHYECKHE
3aHATHUSA).

Jlexuuu: GUI u Core. Server Manager, koucosu mmc. Poiu u nonosiHeHwHs.

Tema 5.2. Yrpapnenue y4eTHBIMH 3aIIUCSIMH OJIb30BaTeNeH (JCKIUU U MTPAKTUYECKHE
3aHATHUSA).

Jlexumu: DieMEeHTBI YYETHOM 3amucH noJsib3oBatens. Buasl umen. [lapamerp noautuku
naposiei. IIpopwmin. CrocoObl co3naHus y4YEeTHBIX 3amuceil MoJib3oBaTesel, rpaduueckue
OCHACTKH M 0a30BbIi cknpuntuar B powershell.

Tema 5.3. VYmpapiieHHe YYeTHBIMH 3alUCSIMM TPYII U KOMIBIOTEPOB (JEKLIMHU HU
NPAaKTHYECKHUE 3aHSITHUSA).

Jlekuuu: Tumsl rpynn. OO6nactu neiictBus rpynm. Vcnosib30BaHHE JIOKAJIBHBIX,
JIOKAJIBHBIX TOMEHHBIX, TJI00AJbHBIX H YHUBEPCAIBHBIX TPYIII B H30JIMPOBAHHOM JIOMEHE U JIeCe.
DOneMeHThl y4eTHOM 3amucu KommbioTepa. CrnocoObl yIpaBlIeHUs YYETHBIMHM 3alHCSIMHU
KOMIIBIOTEPOB.

Tema 5.4. @aiinel u nanku. YnpasiieHUe JaHHBIMU (JIEKIUU U IPAKTUYECKUE 3aHATHS).

Jlexuun: FAT32 u NTFS. ACL-o6bexktoB. UNC. 3anpeTs! U pa3perieHusi, IpHOPUTETHI.
HacnenoBanue pazpeuienuit. ['pymniibsl ¢ orpaHndeHHBIM WwieHCTBOM. KBOTHI, (aiiioBbie SKpaHsbI.

Tema 5.5. Paspemenne umen B Windows Server 2019 (Jiekunu v mpakTHYESCKHE 3aHSTHUSL).

Jleximuu: DNS u NetBIOS. DNS-30ns1. 3anucu pecypcos. Forwarding u AD. CpoiicTa
DNS-cepBepa. Mexanusm pabotsl DNS-knmnenra.

Tema 5.6. Kondurypupoanue DHCP-cepBepoB 1 KIMEHTOB (JIEKIMU U MPAKTUYECKHE
3aHATHUSA).



Jlekuuu: YcraHoBka u ynpasienue poibio DHCP. ABropuzanust B momene. SCOpe:
JIMara3oH, UCKIIYCHUS, pe3epBUPOBaHUE, JONOJHUTEIbHbBIC cBOiicTBa. Failover.

Tema 5.7. Cyx6a RRAS (Jiekiuu v IpakTUYEeCKUE 3aHSTHS).

Jlekuuu: Cratuyeckue Mapmpytsl. RIPV2. Mapuipyrusanus BeI30BOB 0 TPeOOBaHUIO.
Cepgsep ynanennoro gocryna. Hacrpoiika VPN.

[IpakTnueckue 3aHATHS.

PaboTa Ne8.

[ToaroroBka pabouero mecra. B aToii pabore OynyT co37aHbl IB€ BUPTYaJbHbIE MAIIMHbI
non yrnpasiaenuem Windows Server 2019. O6e mamiuHbl OyyT HaX0IUThCs B 0JIHOM mojcetd. Ha
OJTHOM M3 MalIMH OYyAyT YCTaHOBJICHBI POJIM KOHTpOJUIepa JoMeHa contoso.com u DNS-cepsepa.
Bropas mamuna Oynet cienaHa 4ieHoM JoMeHa Contoso.com.

PaboTa Ne9.

Coznanne koHcomel. B aToit paboTte OyayT co3/iaHbl, HACTPOEHBI M COXPAHEHBI KOHCOJh
MMC, a Taxxe HacTpoeHa KOHCOJIb JUIS YAAJICHHOTO YIPaBICHHUS KOMITBIOTEPOM.

Pa6ora NelO.

Coznanue u ynpasiieHue oObeKTaMu mnosb3oBareneil. Ha 3toil maboparopHoil pabote
OyIyT co3daHbl TpH OOBEKTA MOJIH30BATENIEH U M3MEHHUTE UX CBOMCTBA.

PaGora Nell.

VYnopasnenue npoduiasiMu mosib3oBareneil. Ha stoit maboparophoit pabore OynyT
CO3/IaHBI TIEpeMENIaeMbli U TPEeTHACTPOCHHBIH MTepeMenIaeMbIid PO (UITH TOJIH30BATEINS, a TAKKE
00s3aTeNbHBINA IPYNIOBON TPOQUIIb.

Pabora Nel2.

[IpoBepka moanMHHOCTU: O€30MAaCHOCTh U yCTpaHeHHE HemoJsiagok. Ha aroit
nabopaTtopHoi paboTe OyAyT HACTPOCHBI MOJUTHKH ayauTa B JOMEHE, 3aTEM CTCHEPHUPOBAHBI
coObITHs BXo/a. B 3akitouenue OynyT npoaHaIu3upOBaHbl Pe3yIbTaThl ITUX BXOJOB.

PaGorta Nel3.

VYrpaBneHue ydeTHBIMU 3aMUCIMU Tpynil. B 1ot mabopaTtopHoii pabote OyayT co3/1aHbl
TPYMNIbI, U3MEHEHbl MX OO0JIACTH JEHCTBUS, M3YYEHbl pa3jiMuHble KOMOMHAIMU YJICHCTBA W
npumenena yrwmrta LDIFDE.

Pab6orta Neld. xommbproTepoB. Ha 3toit mabopaTopHoii paboTe OyayT CO3JaHbI Y4ETHBIC
3alMCH KOMITBFOTEPOB MpHU MoMOIK KoHcosn Active Directory — nonezosamenu u komnviomepot u
xoMauaer DSADD.

VYnpaiieHue y4eTHbIMU 3aMUCAMHU

PaGorta Nelb.

VYnpasnenue obuumu pecypcamu. Ha aT0ii maboparopuoit pabote OyneT HacTpoeHa
obmas manka u u3MeneHn ee ACL. [Jlanee Oyner mpozaenana paborta ¢ BiajeHHEeM OOBEKTaMU
(hali;I0BOY CUCTEMBI.

MonayJib 6. YnpaBienue ceteBbiMu ycTpoiictBamu Cisco

Tema 6.1. 3yuenue ceTH (JEKIUU U MPAKTUYECKUE 3aHATHUSA).

Jlekuuu: Ha cBszu co Bcem mupom. Jlokansusie cet (LAN), rno6ansasie cetr (WAN)
u Unreprer. Cetb kak muardopma. [TocTossHHO MeHsoLIasICs ceTeBast cpea.

Tema 6.2. Hactpoiika cereBoil OneparMOHHONW CUCTEMbl (JIEKLIMH W MPAaKTUYECKHE
3aHSTHS).

Jlexiuu: Penakiu Cisco 10S. Ba3oBast HacTpoiika ycTpoiicTB. CXeMBbl aapecariuu.

Tema 6.3. CereBble IPOTOKOJIBI U KOMMYHHKAIIMH (JICKIIUH U TPAKTHYCCKUE 3aHSITHS).

Jlekuuu: IlpaBuna kommyHukanuid. CeTeBble NPOTOKOJBI M cTaHmaptTel. Ilepemaua
naHHbIX B ceTH. Cnenmdukanus npotokona Ethernet. Kommyraropsr nokansabeix cereir (LAN).
ITporokon pagpertenmst azpecos (ARP).

Tema 6.4. IP-anpecanust (TEKIIUU ¥ IPAKTUIECKUE 3aHITHS).



Jlekuuu: CeteBble |Pv4-ampeca. CereBbie |Pv6-anpeca. IlpoBepka moakIrO4eHUs.
Paznenenne IPv4-cetn Ha moaceru. Cxemsl aapecaunu. OcoOeHHOCTH mpoekTupoBanus IPV6-
CETH.

Tema 6.5. Coznanue mainoii cetu (JISKIUU U TPAKTUYECKUE 3aHATHS).

Jlekiuu:  IlpoektupoBanue cetu. besonmacHocTh cetn. (OCHOBHBIE — pabouue
xapakrepuctuku cetd. IIpoekrupoBanue nokaneHOW cet (LAN). Kommyrupyemas cpena.
ba3oBasg HacTpoiika KoMmMmyraropa. be3omacHOCTb KOMMYyTaTopa: YIPAaBICHHE W BHEAPEHHUE.
Hauvanbnass ycraHoBka Mapmpyruszaropa. Pemenuss mapmpyrusanuu. [lpuHOumer paGoTsi
MapILpyTHU3aLUH.

[IpakTrueckue 3aHATHS

Pabora 13.

VYcranoBka CiscoPacketTracer. M3ydeHne BO3MOXKHOCTEH Cpely MOJICITUPOBAHUS
JIOKAJIBHBIX ceTel. [lepechlika makeToB MEXIy YCTPOWCTBAMM.

Pa6ora 14.

N3ydyeHne BO3MOKHOCTEM  yIpaBieHHs KOMMYHUKAIlMOHHBIM  00OpY/JI0BaHUEM.
[ToaxiroueHue Kk MapuIpyTU3aTOpy U KOMMYTATOPY MO KOHCOJIU.

Pab6ora 15.

Pa3pabotka cxem anpecanuu B ceTu. Beluncienue nuana3zoHoB nojcetu. Hasnauenue
CTaTMYECKUX aJ[pecoB MHTepPeiicaM MapHIpyTu3aropa.

Pabora 16.

Cratnueckas  Mapmpyruszanms. Hactpoilka CBA3HOCTM B CeTH U3 CTpex
MapIiIpyTH3aTOPOB.

Pa6ora 17.

Jlunamuueckass MapmpyTtuzanus. AxktuBanms TpoTtokoja RIP  Ha Heckompkux
MapIIpyTH3aTOpax. ¥ CTAaHOBJIEHUE OTHOIIEHUM COCEICTBA B IMHAMUYECKON MapIIpyTHU3al1H.

Pa6ora 18.

bazoBas nactpoiika kommyratopa. VLAN. Obecnieuenne 0Tka30yCTOMUYNBOCTH KaHajla —
Hacrtpoiika Etherchannel.

2.4 KanennapHblii yueOHbIl rpaduk (nMopsijioKk 0CBOeHHs MOAYJIeii)

[Tepuon oOyueHus HanmenoBanue Moyis
(aenemn)”

1 nenens Moayne 1. Cranmaptel Bopnackumic u  crneuudukanus
ctannaptoB Bopaackuwic no kommereHiuu «CeTteBoe H
CUCTEeMHOE aJIMUHHUCTpUpOBaHue». Paznensl cnenuduxanmu

Monaynsb 2. TpeboBaHus 0XpaHbl TPyJa U TEXHUKU O€30MMaCHOCTH

2 Henens Monaynb 3. CoBpeMeHHbIE TEXHOJIOTHH B MPO(eCcCHOHATBHON

chepe
Moayns 4. Yipasienue TexHoorusmu Enterprise Linux

3 Henens Mopaynb 5. Ynpasnenue texuonorusmu Microsoft Windows
Monaysnb 6. YipaBnenue cereBbiME yeTpoiictBamu CisCO

Htoropas arrecranus

*TOUHBIN MOPAIOK peaTu3aluy MOTyAeH (TUCIUIUINH) OOydIEHHS ONpeaeNseTcs B pacliucaHuu
3aHATUN.

4. OpraHu3auMOHHO-NearoruyecKkue yCJI0BUS peaiu3aluu MporpamMmbl



4.1. MarepuajibHO-TeXHHYECKHE YCIOBHS Peau3alu MpPorpaMmbl

HanmenoBanue . HaunmenoBanue o0opynoBaHus,
Bun 3angaruii
IIOMELIEHUs IPOTPaMMHOTO 00ecTIeueHHS
1 2 3
Aynuropus Jlexunn Kommnsrorep, MyapTUMEIUAHBINA

MIPOEKTOP, FKPaH, A0CKa, QIHIIapT

JlabopaTopusi, JlabopaTopHbie O6opynoBaHue, OCHAIIEHUE PadOUnX

KOMHI)IOTepHBII\/’I KJ1acc IMMPAKTUYCCKUC 3aHATUS, MCCT, HHCTPYMCHTEI U paCXOAHBIC
TECTUPOBAHUC, Marepurajibl — B COOTBETCTBHUU C
JIEMOHCTPALMOHHBIN MH(QPACTPYKTYPHBIM JIUCTOM IO
JK3aMEH KoMIeTeHIH Bopiackuiic

4.2. YyeOHO-MeTOAMYECKOE 0DecnedeHne MPOrpaMmMbl

1. TeXHUYECKasg JOKYMEHTalMusi 1o KomiereHuun «CeTeBoe M CHCTEMHOE
aJIMHHHCTPUPOBAHUEY,;

2. KOHKYpCHble 3amaHmsi 1o  kKommereHIuu  «CereBoe W CHCTEMHOE
aJIMHHHCTPUPOBAHUEY,;

3.  3aJaHUe JEMOHCTPALMOHHOTO 3K3aMEHa M0 KOMIETEHLIHMH IO KOMIIETEHIMH
«CeTeBoe U CUCTEMHOE aJIMUHUCTPUPOBAHUEY;

4.  meyaTHbIE Pa3AaTOYHbIE MaTEpPHAIIbI JJIS CIyIIaTeNeH;

5. ydeOHBIC MOCOOUS, M3JaHHBIC TI0 OTACIBLHBIM pa3/eiiaM MPOTPaMMBbI;

6.  oTpacieBbl€ U Apyrue HOPMATUBHBIC JOKYMEHTHI.

OcHoBHas JuTEpaTypa
1.  bhabawm A.B. NudbopmanmonHas Oe30macHOCTb. JlabopaTopHBI MNPaKTUKYM:
VYyeobnoe nocobue / A.B. babam, E.K. bapanoga, FO.H. Mensaukos. - M.: KaoPyc, 2013. - 136 c.

2. Ooom Y. OdpunmansHoe pykoBoACTBO CisSCO MO MOATOTOBKE K CEPTUPUKAITMOHHBIM
sx3aMeHaM CCNA ICND?2 200-101: mapmpyruzamusa u kommyTanus. — M.: Bussamc, 736 ¢, 2015.
3. Ooom Y. OdpurnmansHoe pykoBoACTBO CisCO MO MOATOTOBKE K CEPTUPUKAITTOHHBIM

sx3amenaM CCENT/CCNA ICNDI1 100-101. — M.: Bunesmc, 912 ¢, 2015.

4.  MunaccuM. uop. Windows Server 2012 r2. [TonHoe pyxoBoaCTBO (B 2-X ToMax).M.:
Bunesamc, 2132 c. 2016.

5. Panek W. MCSA Windows Server 2012 r2. Complete study guide. Sybex, 946 c.
2013.

6.  Boimos H. AnmunuctpupoBanue RedHatEnterpriseLinux. JIMK IIpecc, 1220 c.
2011.

7. Hlanveun B.®. NnpopmannoHHas 6€30MacHOCTb KOMIIBIOTEPHBIX CUCTEM U CETEH:
Yyeonoe nocodue / B.®. llanbrun. - M.: U] ®OPYM, HUILl MTHDPA-M, 2013. - 416 c.

JlonoJiHuTeIbHAS JIUTEPATypa
1.  Egumosa JIJI. WudopmaiuonHas Oe3omnacHocTh jeredl. Poccuiickuil u
3apy0exHbIil onblT: MoHorpadwus / JLJI. Epumosa, C.A. Kouepra. - M.: KOHUTU-ZTIAHA, 2013.
-239c.
2. IHapmeixa T.JI. Wndpopmannonnas Oe3omacHocTh: YueOHoe mnocobue / T.JI.
[Taptsika, U.W. [Tonos. - M.: ®opym, 2012. - 432 c.



3. Ilempos C.B. Undopmanmonnas 6e3omacHocTh: Yuedbnoe nocobue / C.B. Ilerpos,
W.I1. CnunbkoBa, B.B. I'aduep. - M.: APTA, 2012. - 296 c.

Ilepnoanyeckue u3gaHus
1.  Kypuan «UT undpacrpykrypa ousneca / 1T Expert».
2.  DIeKTpOHHBIA HAYYHBIN KYpHAI «YTIpaBlieHNE SKOHOMUYECKUMHU CHCTEMAaMM.
3. XKypuan « HpOpMaIIMOHHBIC CUCTEMBI U TEXHOJIOTHI.

HNHTepHeT-pecypcesl

1. CNews: u3gaHue O BBICOKMX TEXHOJOTHSX [DJIEKTPOHHBIH pecypc]. — Pexum
noctyma: http://www.cnews.ru.

2. Intelligententerprise  [Dnektponusiii  pecypc]. —  Pexum  jgoctyma:
http://www.iemag.ru.

3. DnekrponHo-0nOmMoTeunbie cuctemsl (DBC):

3.1. Jlanb [DnektponHBIH pecype]| — JoCTyn K TaHHBIM: OTKPBITBINA. — Pexxum nmocrtyma:
http://e.lanbook.com/

3.2. YHuBepcuTeTcKas OMONMMoTeKa OHJIAWH [DnekTpoHHBIA pecypc] — J[octym k
JaHHBIM: OTKpBITBIA. — Pexxum foctyma: http://www.biblioclub.ru/

3.3. ibooks.ru [Onextponnsiii pecypc] — JlocTym K JaHHBIM: OTKPBITHIA. — Pexum
noctyma: http://ibooks.ru/

4.  CereBas akagemus CisCcO [DmekTpoHHbli pecypc]. — Pexum gocryma:
http://netacad.com.

5. OduuuanbHbI cCaiT omeparopa MeXIyHapOJHOTO HEKOMMEPUECKOTO IBUKEHHS
WorldSkillsinternational - Coro3 «Momnoasie mpodeccuonansl (Bopmackumic Poccus)»
(37eKTPOHHBIH pecypc) pexkum goctyma: https://worldskills.ru.

6. Emmnas cuctema akTyaJlbHBIX TpeOOBaHMI Bopiiackuiic (3JeKTpOHHBIN pecypc)
peskum gocryma: https://esat.worldskills.ru.

4.3. Kaaposble ycJ0BHS peaju3aliiui MPOrpaMMabl

Kommnuectso [I1C (dpusnyeckux aui), IpUBICYSHHBIX IJIS pealli3alliy IporpamMmbl 4 ye.
N3 Hux:

- CepTuuupoBaHHBIX SKCIIEPTOB BOPIACKMILIC IO COOTBETCTBYIOLIEH KOMIETEHLIUN _
Yell.

- CepruduuupoBaHHBIX 3KCIIEPTOB-MACTEPOB BOpiICKUUIC 1O COOTBETCTBYIOLIECH
KOMIIETEHIIUN ___ Yell.

- DKCHepToB C MpaBOM MPOBEACHHUS YEeMIHOHATa Mo cTaHaapTam Bopuackuiic mo
COOTBETCTBYIOIIEH KOMIETEHIIMH 34ell.

- DKCIepTOB C TMpaBOM OLEHKU JEMOHCTPAIMOHHOTO 5K3aMeHa IO CTaHJapTam
Bopnackumic 1 ven.

Hannsie [1T1C, npuBieyeHHBIX A1 pealu3aluy NporpaMmbl

Ne 0140 Cratyc B 9KCIIEPTHOM J1OJKHOCTS,
n/n cooO1iecTBe HauMEHOBaHHE
Bopnackumic ¢ OpraHu3aluu

YKa3aHUEM KOMIICTCHI NN



https://worldskills.ru/

Anpunckuii Unbs
T'ennanpeBuu

DKcIepT ¢ paBoM
IMMPOBCACHHWA YCMIIMOHATA

3aBeayronuit
naboparopuei,

BIIOY «Omckuit
aBUALIMOHHBIN KOJLIEIK
nmenn H.E. XXykoBckoro»

MakapoB Hukura BacuibeBuu

DKcIepT ¢ MpaBoM
IMPOBCACHHWA YCMIIMOHATA

[Ipenonasatens, BIIOY
«OMcKkuit

aBTOTPAHCHOPTHBIN
KOJUTCIK»
Huxynuna Tatesna FOpseBHa | DKcnept ¢ mpaBom [IpenonaBarens,
nposeaeHus yemnuonara | BIIOY «Omckuit

aBHAIIMOHHBIN KOJIJICIK
nmenn H.E. XXykoBckoro»

Bunanukosa Onsra Buransesua

DKcIepT ¢ MpaBoM
OIICHKH
JIEMOHCTPAIIHOHHOTO
9K3aMeHa

[Ipenoxasarens, BITOY
«OMckuit
aBTOTPAHCHOPTHBIN
KOJUIEK)




o. OneHnka Ka4yecTBa 0CBOCHMS POrpaMMBbl
Hrorosas aTTecranus poBOIUTCS B (hOpME IEMOHCTPAIIHOHHOTO K3aMeHa.
Jnst utoroBo#t arrectanuu ucnonbdyercss Kommiekr oneHounoit nokymenrtanuu (KO/)
Ne 1.1 no xomnereHunn «CeTeBoe U CUCTEMHOE aJIMUHUCTPUPOBAHHUEY.

6. CocraBuTes IPOrpaMMbl

VYitmun Auto ['puropeeBud, npenoaasarens, YPTK um. A.C. [TonoBa, CCNA, CCNAS,
LPIC, MOS, ceptuduiimpoBaHHbIi dKCIIEPT, MEHEIKEp KomreTeHInn «CeTeBoe U CHCTEMHOE
aJIMUHUCTPUPOBAHHEY.

Maxysirua Erop MropeBud, INIaBHBIM CIEHIHAINACT MPOEKTHO-AaHAIMTUYECKOIO OTAEIIA
Axanemun Bopnnckuiinc Poccusi, Coro3 «Monoabie npodeccuonanst (Bopaackumic Poccus)y.

®OUO, nomKHOCTh, MECTO pabOThl, YU€Has CTENEeHb U 3BaHME (MpU HAJIMYHH), CTaTyC B
AKCIEPTHOM coobiiecTBe Bopnackumic.



